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Overview

This guide was developed to show some of the rigien
using the Internet. Parts of this guide will be artpnt for
anyone using the Internet, other parts will be mme to
parents in understanding the risks their childemefwhen
they use the Internet, and other parts will be nu@eto
children to help them learn, and understand, tiestihey
face when using the Internet. The hope is to hajrove
the Internet experience for everyone who usestegriet,
or wants to start using the Internet.

This guide has been setup so that it may be a quick
reference of information. In no way will the infoation in
this guide be a complete view of any single is#iis.to be
an overview of the presented information and usea a
starting point of the basic knowledge. There areyna
references that may be used to gain farther knayeléa
any specific area.

Internet and Children

Before diving into the detail issues of Internete®a there
needs to be a baseline of information that hagto b
established. The following statistics are beingprged to
established this baseline as to what the riskfoamEhildren
on the Internet today.

» Forty-five percent of children in the United Statese the
Internet!
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PC World (February 2005) Scott Spanbauer andeStev
Bass The New Web Challengers.

http://www.usatoday.com/tech/news/2004-07-01-cybe
threat_x.htm

Ibid.

http://www.worldnetdaily.com/news/
article.asp?ARTICLE_ID=41867

http://lwww.webopedia.com/TERM/r/router.html
http://lwww.webopedia.com/TERM/f/firewall.html
http://lwww.cybersitter.com

http://www.netnanny.com

http://lwww.afafilter.com
http://www.webuser.co.uk/news/news.php?id=41614
http://lwww.webopedia.com/TERM/c/cyber_crime.html

U.S. Department of Justice OVC Bulletin December
2001
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Ibid.

Ibid.

Ibid.

Ibid.
http:/www.webopedia.com/TERM/M/malware.html
http://www.webopedia.com/TERM/v/virus.html
http://www.webopedia.com/TERM/w/worm.html

http://www.webopedia.com/TERM/T/
Trojan_horse.html

http://lwww.webopedia.com/TERM/p/phishing.html
http://helpdesk.its.uiowa.edu/security/phishitg.h
http://www.webopedia.com/TERM/p/pharming.html
http://www.webopedia.com/TERM/s/spyware.html
http://www.webopedia.com/TERM/a/adware.html

http://www.networkmagazineindia.com/200503/
newsanalysis01.shtml

http://www.theage.com.au/articles/2004/10/26/
1098667733033.html?oneclick=true
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81% of parents of online teens say that teenstarareful
enough when giving out information about themselves
online and 79% of online teens agree with this.

65% of all parents and 64% of all teens say thats do
things online that they wouldn’t want their paretat&now
about?

One in 5 youth received a sexual approach oritatiicn
over the Internet in the past year.

One in 33 youth received an aggressive sexualisilon
in the past year. This means a predator askedragymerson
to meet somewhere, called a young person on theepho
and/or sent the young person correspondence, money,
gifts through the U.S. Postal Service.

One in 4 youth had an unwanted exposure in thieyeas to
pictures of naked people or people havingssex.

Only 17 percent of youth and 11 percent of pareatsd
name a specific authority, such as the Federalduoé
Investigation (FBI), CyberTipline, or an Internadr@ice
Provider (ISP), to which they could report an Intgrcrime,
although more indicated they were vaguely awarsioh
authorities.

Number of porn sites grew from 14 million to 26@lion
from 1998 — 2003.

Cybersex industry is expected to grow to 5 —4dmildollars
by 2007¢

More than 20,000 images of child pornography arstqd
on the Internet every weék.

One in five children who use the computer chatredave
been approached over the Internet by a pedophile.
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* 89% of sexual solicitations were made in eitheatcboms

or Instant Messages.

» Only 25% of youth who received sexual solicitatiofd a
parent:

» 26 popular children’s characters, such as Pokegn,
Little Pony, and Action Man, reveled thousandsiig to
porn sites. 30% were hardcate.

» 43% of children said they do not have rules alboigtrnet
use in their home.

» The majority of teenagers’ online use occurs abh@oright

after school, when working parents are not at hsme.

These facts are not being shown just to start & ptrey
are being shown so that the risks that childree faay
become more real. The fact is that children todaybaing
introduced to technology at such a young age, that
technology has become part of their world. The ditinht
they see as safe from the “bad things” that areé@ipg in
the news.

In some ways nothing could be farther from thehtrut
Children are just as unsafe with technology as thene
without it. All technology has done is to allow gegors to
use different means to do their evil work and miakarder
for them to be found.

Today the FBI employs teenagers to help teach EBhts
to “talk like kids” on the Internet to help findeke
predators. A story that has been circling arouedriernet
to show how law enforcement is using these typtidf
talk” tools can be found dittp://www.wiredsafety.org/
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Yahoo! Messenger:
msg.edit.yahoo.com/*

Yahoo! Messenger:
messenger.yahoo.com/*
http.pager.yahoo.com/*
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askparry/special_reports/sprl/gal9.htihhis is a great
story that every child, and parent, should reae Gést part
of this story is that it shows how personal infotiora can
be given out without identifying that it is persbna
information being given out.

General Computer Information

Before looking at the direct risks of the Interribgre needs
to be an understanding that some of these riskdvathe
heart of the computer. Many times evil work ocdugsause
of a flaw with the operation of the local compuggstem. In
short to reduce the risks of problems from therhgg the
diligent work must start at the local computer sgsthat is
being used to access the Internet.

Operating System

The Operating System, OS, is the heart of the coenpu
This is what allows the computer to do its workeT®S
allows programmers to create programs for diffetasks.
Most of the time these programs are for legitimege.
Examples of these legitimate type of programs\aked
Processors, Spreadsheet, and Point of Sale Sysi¢hes.
types of programs that can be written are notdgitimate
use. These illegitimate type of programs are: keyst
capturing programs, Website tracking programs, and
Website redirection programs.
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OS Updates

Since the OS is the heart of the computer, it eaa bery
good target for hackers. A weakness in the OSeaarelthe
computer at the mercy of a hacker. Ways to redueeisk
of the hacker being able to take control includedating
the OS. An OS update, or patch, is new softwareisha
added to the OS to fix a software defect. Theraraary
different types of patches applied to an OS.

Some of these patches are to fix security probkbaishave
been discovered. These patches are often refer@sld
critical, or security, update. These updates nedzt
applied as soon as possible to a system. Thisaidalthe
risk of a hacker using a vulnerability to “take ova
system. Another type of patch is an applicatiorcipafn
application patch fixes defects in an applicatizat tdo not
present a security risk. Many of these patchesotloeed to
be applied unless there is a problem running thesot
software, or there is a new feature that has bddadhthat
may be needed. If an application patch is instalteday be
hard to see a difference, unless there was a kiposlsiem
running the application that the patch fixed. Thedynews
is that almost all platforms have some sort of mnattic
update. Automatic update is where the system can be
configured to get all the security patches autora#i$i. This
way the system will always be up to date with ésigity
patches. The downside is that the system needstiaried
on and running at the time the update is schedoleithe
update will not occur.
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Appendix 1

Port
Applications Type Comments
PP Numbers P
IRC 194 TCP
ICQ 5190 TCP NOTE: ICQ by default will use this ptart
connect, and any available port above
1024 to listen for new connections. This|is
kind of insecure, so go to the ICQ site and
read their firewall configuration
information
AOL 5190, TCP Also will self configure to available ports.
messenger | 4099
MSN 6891- TCP For file transfer
messenger | 6900
MSN 6901 TCP/ | Otherwise self configures messaging.
messenger UDP
for
voice
Kazaa 1214 TCP Can be reconfigured within Kazaa.

Block Internet Messengers by URL:

AOL Instant Messenger:
login.oscar.aol.com
toc.oscar.aol.com
login.icg.com

MSN Messenger:
gateway.messenger.hotmail.com

ICQ:
login.icg.com
http.proxy.icq.com
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Contact Resources

National Center for Missing & Exploited Children
699 Prince Street
Alexandria, Virginia 22314-3175
Hotline:1-800-THE-LOST (1-800-843-5678)
On the Web: www.missingkids.com

www.cybertipline.com
www.warningsigns.info/chat_rooms_warning_signs.htm
www.netsmartz.org
www.fbi.gov/publications/pguide/pguidee.htm
kids.getnetwise.org

yahooligans.yahoo.com/parents
http://www.sdcda.org/protecting/children_parentp.ph
http://lwww.google.com/Top/Computers/Internet/Chi@fety/
http://www.protectkids.com

http://www.sdcda.org/protecting/children_parertip.p
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Malware

Malware, as defined by webopedia.com, is short for
malicious softvare, software designed specifically to
damage or disrupt a systéenThe more common terms that
malware is referred to is virus, worm, or Trojanrst This
section is intended to give an overview of eacthefe
different types of malware as well as what they do.
Understanding the risks of this malware can only be
understood in the light of what type of malware ibdeing
used.

A virus, as defined by webopedia.com, is a progoam
piece of code that is loaded onto your computenauit
your knowledge and runs against your wistidsis is one
of the most common forms of malware. These types of
malware can capture every keystroke and log iwaiig a
hacker to find out login IDs and passwords. It alo be
code that will attack another system to blockatrir
legitimate users. This type of attack is calledemial of
Service, DOS, attack. Many times this malware ls/deed
to a system through an E-Mail.

A worm, as defined by webopedia.com, is a program o
algorithm that replicates itself over a computetwoek and
usually performs malicious actions, such as usmthe
computer's resources and possibly shutting thesyst
down?® This malware is usually a virus that has extraecod
to replicate itself to other systems. One of thsthacommon
ways this is done, is by using an E-Mail clienteMorm is
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delivered in an E-Mail, and when executed, it ubes
address book to replicate itself to other systefngorm
can be used to launch a DOS from many differertegys.
This type of attack is called a Distributed DenibEervice,
DDOS, attack.

A Trojan Horse, as defined by webopedia.com, is a
destructive program that masquerades as a benign
application A great example of this is software that is used
to block pop-ups, but in turn, does its own pop-opshe
system. A Trojan Horse are also calledlbgit server. This

is because most Trojan Horses will open what ieda
“back door” to the system. This back door can ketiue

take over the system and use the system, or walsedata
from the system.

The way to reduce the risks of malware on a systeémuse
Anti-Virus Softwareor Virus Softwardor short. Virus
software is software that has been developed tbdird
clean different types of malware. Today most ofrtiegor
virus software will not only identify malware, biatwill
also identify the malware type. This is a gooddeato the
software because it allows the ability to identiffthere is
any more risk due to the malware. For exampldndf t
malware found is a Trojan Horse, the system can be
inspected closer to see if there are risks assatiaith the
malware even if the malware has been removed.

The best way to keep the virus software workinigsgieak,
is to ensure the signature files are up to date.signature
files are the files that contain the data neededhi® virus
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yahooligans.yahoo.com/parents
http://www.sdcda.org/protecting/children_parertp.p
http://lwww.google.com/Top/Computers/Internet/Chikhfety/
http://lwww.protectkids.com

There are many places to get an Internet Usage&mn
the Internet. The San Diego District Attorney’sicéfhas
one at their Websitbttp://www.sdcda.org/protecting/
children_parents.php
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National Center for Missing & Exploited
Children

699 Prince Street

Alexandria, Virginia 22314-3175
Hotline:1-800-THE-LOST (1-800-843-5678)
On the Web: www.missingkids.com

If the report is being filed through the Websitegse select
the CyberTipline line on the left side of the pagke
CyberTipline may be reached directly by going to
www.cybertipline.com.

Remember there is a simple rule for the Interbetnot
reveal personal information over the Internet to aryone,
unless the source requesting the information has ba
validated as a trusted source

Resources

The good news is that there are many resourceseon t
Internet that can be used to find more informatibout
some of the risks that have been explored in thideg The
following is a list of some resources that can edufor
information. Many of these resources include vagiou
statistics to help clarify risks. They all contaifiormation,
in some form, to help identify possible problemdiow to
avoid problems when using the Internet.

* www.warningsigns.info/chat_rooms_warning_signs.htm

* www.netsmartz.org

» www.fbi.gov/publications/pguide/pguidee.htm
« kids.getnetwise.org
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software to find the different malware in a filehi3 file
contains the virus signature and the process ndeded
remove the virus from the system. If this file & np to
date, then new virus’ can be missed and not cleaned

Most virus software will have a feature that idedla “real
time scan”. This feature allows the virus softwarecan
files when the files are accessed. The issue naarbes
complacency. Most users will assume that the need t
scanner will catch all the virus problems. The taaé scan
does not replace the regular disk scan, it suppi&srtbe
disk scan. A disk scan needs to be done on a relgasis to
ensure that nothing is missed. The good news istbalisk
scan does not have to be done as often, and cdonige
automatically when the system is not in use; sg asthe
system is on and running.

Hacker’s Tools

For a hacker to be successful, they must firstegathluable
information from the victim. There are many toolsidable
to the hacker in their tool kit. Many of these tulill allow
the hacker to get the necessary information wittipping
off the victim. In fact many times the victim whble more
than willing to give this information to the hacker
Unfortunately, the victim will never know that & the
hacker that has been given this information in ncases.
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Phishing

Phishing, as defined by webopedia.com, is thefact o
sending an E-Mail to a user falsely claiming toabe
established legitimate enterprise in an attempt#on the
user into surrendering private information that wé used
for identity theftzt Although E-Mail is the most common
tool used in phishing, some hackers will also gephone
to make their phishing attempts. In general dogiat out
personal information unless you established thgiraal
contact with another party. Here are some rulgbwhb to
help reduce the risk of successful phishing scams:

» Always be suspicious of E-Mails asking for sensiti
information.

» Never respond to an email request for personatinétion.

» Never follow the links in an email you suspect htipe
phishing.

» Consider installing a toolbar that blocks scarassit

» Always make sure your operating system, anti-virus
software, and browser are up to date.

One of the best ways to avoid phishing attempis isse the
Internet to help decipher if an attempt has beeaived.
Sites such asww.antiphishing.org is a great place to
check to see some of the more common phishing stteahs
are currently being used.

Since phishing attempts may come by phone, it pomant
not to forget that the phone can be a tool of &éadf a
phone call is received, it is important to know sueirce of
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Ways to reduce these risks, listed at the samessite

* Place your computer in a common area of the house.

« Educate yourself about computers and the Internet.

¢ Spend time with your children online.

» Make reasonable rules and set time and use lisitirce them.

« Educate yourself and your child about the dangétke Internet.

» Do not allow your child to go into private chabros, especially when
you are not present.

« Reinforce the guiding rule, “Don't talk to strangé

* Put accounts in your name and know your childsspards.

« Never allow your children to arrange a face-toefateeting with
someone they met online without your permission.

« Do not let your child give out any personal infation of any kind on
the Internet.

* Do not let your child download or upload pictureghout your
permission.

» Utilize your Internet Service Provider's parer@anhtrols and
commercial blocking and filtering software tools.

* Be sensitive to changes in your children's behawiat may indicate
they are being victimized.

* Be alert to a teenager or adult who is payingrumsual amount of
attention to your children or giving them gifts.

« Be aware of other computers your children couldisieg.

« Be aware of your child using another person'sestreame.

« Develop a “contract” with your children about thkiternet use.

* Review the use histories or logs of your comptdesee where your
children have been.

If there is a reason to believe that a child islagd with a
predator on the Internet, then report the incidighit away.
The way recommend by the FBI to report this typessiie
is by contacting the Center for Missing and Exgdit
Children. They can be reached at:
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their business without all the risks of personailtaot. With
the use of technology these predators can avoiticpub
places such as schoolyards, playgrounds, and stgppi
malls and instead use the privacy of the victims@do
carry out much of their work.It is now up to parents to
look for signs at home that there might be a pmble

There are ways that these risks can be reduced&gteule
to follow for children on the Internet, is that yhigave no
privacy rights. Leaving children alone on the Intgrwill
only increase the risk of a child falling into maofythe
statistics mentioned in this guide. Parents neeshsure
that children are following rules that have bedaldgshed
for Internet usage. This will mean that parentd meked to
look at E-Mail, monitor Websites visited by childreand
lockout Websites, or pages, that a child shouldoecdt.

Most of the time there will be warning signs tHzre are
possible problems. Parents need to understand siggse
and take proper steps if these signs start showpngdhe
following list is a great starting point that ha=eb created
by the San Diego District Attorney’s Office. Theygdound
at http://www.sdcda.org/protecting/children_parentgph

* Unsupervised time in chat rooms

» Downloaded photos of strangers

» Downloaded pornographic pictures

» Phone calls, gifts or letters from strangers

* Using an online account that belongs to somecse el

* Changes in behavior and being secretive aboutemlctivity

* Quickly turning off the computer or changing tleeeen monitor when
someone else enters the room
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the phone call for trustworthiness. Ways to hetp fout the
source of the phone call can include caller Ita tall is
received that says it is from a business, theréfler ID
should reflect that business. If the caller ID doesreflect
the business name, or is withheld, then be susgabthe
call until it can be proven, beyond a reasonablétdhat
the call is from the business that it is professmfge from.

If there is no caller ID, or the ID is blocked, thiey to get a
call back number that can be used some other @althis
callback number during the next business day tdircon
that the business is who they said they were. iSrdsgood
process for verifying the business. Remember ngive
out any personal information until the businessteen
confirmed.

Pharming

Pharming, as defined by webopedia.com, seeks @bt
personal or private (usually financial relatedpimhation
through domain spoofing.In this type of scam, a different
approach is used to get information from a user - a
approach, that will most often hide, the fact tiat user is
not where they think they are. There are two whgs t
pharming can be done.

The first is to compromise a server on the Inteamet
redirect traffic from one Website to another Wedstthis is
hard to do because the hacker must attack an &tteenver
and change its data, but it is definitely not urilea
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The second way is to insert code onto the victooisiputer
and let it wait until the user goes to a particiabsite. At
that moment the dormant code wakes ups, intertepts
request, redirects the request to another Welblséa,
changes the URL display to show the victims'’s ideghsite
and goes back to sleep. The risk with this codeasit may
redirect a user from multiple sites, it does noteht
redirect only a single site. For this type of phiangro be
successful it requires software to be installethervictim’s
computer. This is where anti-virus software camgeful in
removing the threat.

From a legal view, Website redirection is a realyem if
the redirected site is located outside the U.S.3itebthat
are hosted on servers outside the U.S. are vedytbar
prosecute under U.S. law.

Spyware / Adware

Spyware, as defined by webopedia.com, is any sodtiteat
covertly gathers user information through the sdeternet
connection without his or her knowledge, usually fo
advertising purposesAdware, as defined by
webopedia.com, is a form of spyware that collects
information about the user in order to display
advertisements in the Web browser based on the
information it collects from the user's browsingtpms?
Since both definitions are close to the sameribis
uncommon to hear the term spyware used for botivagey
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re-enable them when they are done. This will lahee
children of the house in a position that they cgpass the
parental controls that have been put into plaaes the
children are not protected like parents think they. The
key point here is that if the children, in the heusre the
Internet experts, then there has to be a changeke the
parents just as much of an expert or more so.

There is a great Website that can be used to sbow h
content filter, and other issues of the InternetrkwvPlease
refer tohttp://www-personal.umich.edu/~csev/hng/book/
1lcontent/11content.htm

Cyber Crime and Risk Reduction

Webopedia.com defines cyber crime as:

Cyber crime encompasses any criminal act
dealing with computers and networks (called
hacking). Additionally, cyber crime also includes
traditional crimes conducted through the
Internet3s

As this definition shows there are many differgmies of
cyber crime, and many of these are traditional syqfe
crime. As stated before, the major problem witherydyime
is that it is, in many cases, harder to detectiamay be
time consuming to find the perpetrator.

One of the concerns with the Internet is that & heade the
predator’s job a little safer. A predator can namauct
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information. The down side is that the informationst be
known first. So how are children protected if the
information is not known before hand? The answenen
in the form of what is calledontent filtering Content
filtering is a form of security that look at thexten the web
page. If the text falls into certain requiremethgn the
page is not allowed to be displayed.

There are many ways that content filtering candigesved.
In many businesses this is done with very soplaitgit
software that takes higher level expertise to cumé and
maintain. This approach is callegh@xy serverin this
approach, a server is setup that all web pagestipasgyh.
This is done so that no one on the internal netwark
bypass the proxy server. This is a very high le¥slecurity
and it can protect the business from many legakissThe
problem is that this type of approach is not nearlys
reasonable for home use.

This does not mean that there is no way to do obnte
filtering at home. There is software available tothlis
content filtering that runs on the local compuS8aftware
like CYBERSsitte¥, Net Nann§f andAmerican Family
Associatioff are just a few of the many different content
filters that can be used on local computer systéhost of
these will provide very good security for home UBere is
one fact that needs to be kept in mind about thkeftevare
packages. In most homes children feel that thetharenain
Internet experts.If this is the case, in a home, then there is
a good chance that the children can disable tloede and
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and adware. For that reason spyware will be useaktn
both.

Spyware can be downloaded and installed withoutisiee’s
knowledge. It is for this reason that user’s neelde aware
of what Websites they go to and software they atiowe
installed from a Website. On some occasions, sps/ et
is download will show a signature for a trust serc
remember that this signature can be spoofed. Thans
that a signature can be displayed from a siteishaot the
real creator of the software. The ruBeware of what
software is allowed to be installed on a system

Spyware has become one of the major focuses iodayt
A recent survey showed that the IT industry conside
spyware as one of the Top Network Security thrigats
20052 This threat does not exist not only in the busnes
environment, but at home as well. A survey of 328-dp
and broadband adult computer users by the US Nation
Cyber Security Alliance and America Online has fbtimat
80 percent of home computers were infected withwspg
or adware of some kirtd As these numbers show, most
home users do not understand the risks that spyovargs
to the home environment.

Spyware can be used to record all the keystrokiesaeghat
a computer and send this information back to aérdkith
this information a hacker can obtain user names and
passwords for virtually every Website the user gillto.
Also, it is possible for this spyware to find usecounts
and passwords on computer systems. Spyware can also
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track what Websites are visited, and thus be usé@tk a
user’s surfing habits. All of these uses are careid by
some to be an invasion of privacy. The privacyeéssuby
far one of the hottest topics when it comes to srew
Another hot topic, in regards to spyware, is loss o
productivity. Since spyware enhances the number of
pop-ups on a computer, it can slow down the conmgate
the point that users can not get their work done.

To remove spyware, spyware removal software nexls t
installed and used. Spyware removal software idairo
anti-virus software, but it has some of it's own
characteristics when it comes to running and upddtie
signature files. User’s should run the spyware neaho
software on a regular basis to ensure that all apgthreats
are addressed.

Internet Browsers

The hacker’s tool box not only contains softwara they
install on a computer, it contains software thahes with
the OS that has security holes. One of the mostromm
tools used today on the Internet islaternet Browseror
Browser A browser is software that is used to look at
information on the Internet. There are many différe
browsers. Internet Explorer, IE, by Microsoft ig timost
common browser. Firefox by the Mozilla Organizatism
newer browser that is starting to get a strongaithg.
There are other browsers as well, but these ottoevders
are falling behind these first two groups of brosgse
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Website as well as participate in a chat room. dttilel may
be allowed to play the games, but be restrictem fitte chat
room.

Sometimes it is important to restrict a whole Wahdror a
long time both whitehouse.com and nasa.com wolie #&a
user to a porn site. Children would often type ¢heames
when they really wanted whitehouse.gov or nasa.gov.
Routers with the ability to block whole Websites edlow
for the extra security of blocking these types mwiigems.

One thing to remember is, that by using the rotatdslock
domains and Websites, only known sites can be blhck
There is no way to block sites that have not bedered
into the router. This sort of blocking can be lodlet as
“closing the barn door after the horses got out”.

One way to be proactive is to block the chat room,
Internet messenger software, at the router. Thishea
achieved by blocking what are called ports. Whertspare
blocked, this type of software will not be allowdwork
for anyone on the inside of the router. The probieih
takes more knowledge to understand how to configoce
block these ports. Seégppendix Ifor a list of ports for the
different software.

Content Filtering

Routers and firewalls can only do so much to prtotec
children from the Internet. As it has already been
demonstrated, routers can be very effective atkilgc
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A firewall is a device that is designed to keepeeaxal data
on the external side of the netwdtK his is the one device
that all networks should have at the edge of theon.
The network edge is the router that interfaces bwth
internal network and the external network. A firdvimthe
best device to have at this edge point. All firdeare
routers, but not all routers are firewalls, it makense to
have a firewall as the edge router.

A firewall will protect private data from the oute world
better than a router. Because of this protectioallsm
networks should have some sort of device like aifikL
DI-604 for wired situations, or a D-Link DI-624 tire
Linksys WRT54G for wireless situations. All of tleeew
cost routers have configureable firewalls which endiem
very strong candidates for the small network use.

Beside the goal of a configureable firewall, themgers
also have both domain blocking and URL blocking.atvh
this does, is allow for the router to be configuieduch a
way that the router will block certain Websitegarticular
Web Pages of a Website. There are many reasoris #nis
good feature.

With the risks so high for children when they araichat
room (as seen in the section entittéliat Rooms / Internet
Messengér having a router to block the chat room is
essential to internet safety. Using the routeritit@tio
block URLSs, parents can close down some chat raords
still leave the rest of the Website open for thigdchis is a
good strategy in cases where a child can play games
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A browser is no different that any other pieceaffware. It
may contain a flaw, or defect, that allows a hat&erxploit
the browser and take over the computer. The begtava
reduce this risk is to make sure that all softwaatches for
the browser have been applied to the system. Tktensy
is to ensure that the browser’s settings are sttagat
makes it harder for a hacker to implant code omo t
system.

The major weakness with IE is that it is insec@et of the
box, IE is configured for ease of use. This opéies t
browser to hackers. The debate about IE and itgisgc
issues is not new. It has been going on for a tong and
many of these security issues have been well doctade
In more recent news, PC World reported (about‘fE]he
steady increase in Internet-based viruses, worrsyder
hijackings, and other attacks has made browserigeau
daily crisis for millions?e. The security risk of IE has been
talked about by many security experts as well.rdide
Grossman, CEO of WhiteHat Security, has said “heaéer
Explorer’s track record is such that the softwas fannot
be trusted right now?. On the other hand, other browsers,
like Firefox, come out of the box with more secse#tings.
These browsers are better suited to defend adzkers,
but they come at the prices, that users need todre
literate with the computer and the Internet. Evéth these
more mature requirements, security experts stidmemend
that the better security decision is to use a beowther
than IE. Joe Stewart, a researcher at securitylfirrhq,
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says “... to stop the most recent kind of attacki®mmend
that customers stop using Internet Explo¥er”

One of the most common hacks of a browser is véhat i
called redirection. This is where code written difeb page
makes the user believe that they are on one Webhkia
actually they are on a different Website. Mosthaf time
this is done in a phishing scam. A user is seri-amail,
when the user clicks on a link in the E-Malil, tleeuis led
to believe that they are taken to their bank’s Web3he
fact is that the user is taken to a different witere a hacker
is waiting for the user to enter information thahde used
to steal the user’s identity.

The good news is that user’s can tell if they ahers they
believe they should be. Every Website, that askpifivate
information, will be a secured Website. This is vehe
encryption is used between the browser and thestv
exchange information. Any time that a secure Welepa
being displayed, in a browser, the browser willvgtibe
user that the page is secured. This is usually datmea
lock somewhere in the browser. Most browsers visiplay
this lock in the lower right hand corner of the wser’s
windows. The lock will look something like:

el

-| i7lp.integral?.com = 7

If a Web page is asking for private informationglsas
Social Security Number, Credit Card Number, Créeditd
Expiration Date, there should always be a lockldiggd in
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hackers that are attacking from the outside tryinget to a
single computer system on the internal networkef t
business. To advert a successful attack, the nkmemds to
be protected from the outside world. This is asdgoioan
idea for a home network as for a business netwbik.
important to remember that both types of networksaa
risk of being hacked into.

One way to start to protect the internal netwotioimake it
a separate network from the outside world. To aliiogv
separated internal network from the outside wdHd,
network must be set aside from the external netwidmls is
done by configuring the internal network as a cately
different network of its own. Now data can not bated
between the internal network and the external netwo
From a working perspective, this is useless becaosethe
internal network can not access the outside wathere is
no way that the internal network can get E-Maitf the
Web, or even communicate with systems that arénen t
external network.

To allow internal computers to talk to external qurers,
there has to be a way to route data from the iateretwork
to the external network. This work is done by aicev
called arouter32 A router connects two different networks
and moves traffic between the two networks. A roaén
only handle basic rules for traffic movement. Tbeter can
not get very sophisticated in its ability to fil@ata. A router
can only limit certain types of data from one nataim an
other.
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The good news is that most of the private infororats
entered when the user profile is created. At thistat is
very easy to ensure personal information is notatad.
The bad news is that personal information can bealed
during normal conversations with other users. Acivhitl
eye, by the wrong person, can lead a child intadh b
situation. A great example of how this type of peoib can
occur can be found in a story at wiredsafety.oidre@dy
described in the section entitledernet and Childrep

The most important thing to remember, when it cotnes
online relationshipddo not setup an off line (in person)
meeting without parents involvement Even if parents
agree to this type of meeting, it should alwaysitee in
public place. Remember never leave alone with soeeo
you know only through the Internet. It is very h#wdknow
if this person is really the way they present thelwres in an
online forum, or if they are just acting out asiffedent
person. There have been many people find out titevinay
that someone is nothing like they have presentiselves
online.

Routers / Firewalls

Although there are many risks associated with dlcall
computer system, one of the best ways to reduddqims
from the Internet is to stop the problem beforeniters the
internal network. It may appear that most attacks a
targeted on the local computer system, but thesearthe
only attacks that hackers make. Most businessragssee
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the browserlf there is no lock, do not enter the
information.

Just because the browser is displaying a loclqésdot
ensure that the Website is a valid Website. Mamgsi a
hacker will setup a scam Website to act like asecu
Website. Once a secured Website is displayed nowader,
a user can check the reasonableness of the sitg the
expected site the user wanted to go to. This catohe by
double clicking on the lock. Once the this has bdame,
the browser will display the security certificafesecurity
certificate will look something like:

Certificate Yiewer:"iTlp.integral?.com™ ] 5‘

‘ General | Details

This certificate has been verified for the following uses:

|S5L Server Certificats

Issued To
Commaon Mame (CN) |7\p.|meg_ra\?.éom

Drganization () Irtegraly

Organizational Unit (U Integral?

Serial Mumber 45:96:13: 54 D507 8ZF2T 120,03 9CEA 97 D:6A
Issued By

Common Mams (CN) =Mot Part Of Certificate-

Qrganization () WeriSign Trust Metweork

Organizational Unit (0L YeriSign, Inc

Validity

lssued On 202872005

Expires On Fi2T2006

Fingerprints

SHAT Fingerprirt ALALDCANBYSANE1:C1BCECTETE 81 0B:E4 ABBC:S2EC

MDS Fingerprirt £3.5F BB.EF.COAR01FEEC DA B8 53 BB FC 92
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By looking at the security certificate, most of tiree, there
will be a clue if the certificate is not from a $tad source.
In the above example the certificate is from Vagigilnc.
Companies, like VeriSign, make it their businestitaish
security certificates for Websites. When a ceifécis from
one of these companies, the site is most likelglia site. If
a scam site was to have a certificate from onbeded
security certificate companies, there would bettebe
chance of the authorities catching the hackers dtimm
the scam. This is the reason that most scam silidsave a
security certificate from a non-business type cisigy
authority. The best practice is simple, look atgbeurity
certificate, if it can not be verified as a valetarity
authority do not enter any data on that site.

Chat Rooms / Internet Messenger

One of the highest risk on the Internet comes fhot@rnet
Chat Rooms and Internet Messengers, IM. Both cfghe
technologies can be approached the same way when it
comes to Internet safety. For that reasbat roomwill be
used to describe both technologies.

Chat rooms today are extremely high risk to childidere
are some facts that need to be remembeéred:

» 30 percent of teen girls in one poll said they hadn
sexually harassed in a chat room. Only 7 percemteher,
told their parents for fear that their Internetesxwould be
restricted.
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« 86 percent of the girls polled said they couldtardine
without their parents' knowledge; 54 percent caadduct
a cyber relationship.

« Boys are more likely than girls to talk to strargjim “open”
chat rooms. Girls are more inclined to chat in $eld” chat
room situations such as Instant Messaging, without
recognizing that strangers are able to eavesdrdprack
kids through their online profiles.

These facts show that children are very open toguiis
technology to meet other people, even if their pterdo not
know about these contacts. It also shows that grereome
risks associated with these technologies. For el@mpny
online users can read the conversation in an opa&ireom.
On the other hand, only selected users can see a
conversation in a closed chat room. For this retisere is a
higher risk of problems in a closed chat room sithégtype
of chat room is less monitored.

There are many ways to reduce the risk when usiitat
room. The basic rule of thumb is not to give outspeal
information. This information includes, but is tiatited to,
the following list of information:

Name

Address

Phone Number

Where you live

School you go to

Where you work

Names of family members
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